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Chapter 1 Setting Up Image Lab Software
Image Lab Software Security Edition is available to help organizations comply with US FDA 21 CFR
Part 11 regulations.

Note: The Security Edition can be installed and activated on a computer running the Microsoft
Windows operating system only.

Important: To enable secure mode, Image Lab Administrator role privileges must be in place.
You must create the required groups and assign the Image Lab roles to users in those groups
before you install Image Lab software.

n For information on required Image Lab roles, groups, and users, see Configuring Users and
Groups on a Local Computer on page 32.

n For information about setting up groups, user names, and passwords, see Configuring Users and
Groups on a Network Domain on page 36.

System Requirements
The amount of memory required for running Image Lab depends on the size of the images you scan
and analyze. Images scanned at high resolution can be quite large. For this reason, Bio-Rad
recommends that you archive images on a network file server or on removable storage media.

Tip: Bio-Rad can provide an appropriate computer for use with your imaging system. Contact your
local Bio-Rad representative for details.

System Element Minimum Requirement

Operating system Microsoft Windows 7 (64-bit)

Microsoft Windows 10 (64-bit)

Processor Intel Core i3 or equivalent

Hard disk space 60 GB

Memory (RAM) 4 GB

Table 1. System requirements
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System Element Minimum Requirement

Ports for connecting
instrument

1 USB 2.0 port

Screen resolution 1280 x 1024 or higher, 128 MB video RAM\

Table 1. System requirements, continued

Installing Image Lab Security Edition
Image Lab Security Edition requires you to enter a license code during installation. Before you install
Security Edition, locate the 18-digit license code on the back of this user guide.

Important: Only a user assigned the role or group of Image Lab Administrator can enable and
disable secure mode. A user assigned the role of Image Lab Administrator does not have to be
the network or IT administrator.

To install Image Lab Security Edition on a Windows PC

1. Do one of the following:

n To install from a USB flash drive

Insert the Image Lab software USB flash drive into a USB port on the computer. When the
contents appear, double-click the icon. Two folders appear, Mac and Windows. Open the
Windows folder and double-click ImageLabSetup.exe. Go to Step 2.

n To install from the website

Enter the following URL into a web browser:

https://www.bio-rad.com/ImageLab

When the Image Lab page appears, click Log In/Register in the upper-right corner.

Do one of the following:

o If you have an account, enter your user name and password, and then click Sign In.

o If you do not have an account, click Register Today and complete the fields under
Registration and Contact Information. When your account is verified, enter your user
name and password, and then click Sign In.

Click the Image Lab Software link, and then click Learn More. Select the Download tab, and
then click the Software Download button for Image Lab Software for Windows.

The Image Lab installer wizard opens.
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Installing Image Lab SecurityEdition

2. On the Welcome screen, click Next.

3. Accept the license agreement and click Next.

The Edition Selection dialog appears.

4. On the Edition Selection screen, select Install Security Edition and click Next.

5. The Validate Code screen appears.
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6. Enter your 18–digit license code in the Validate Code screen.

7. Click Next.

The Destination Folder screen appears.

8. Accept the default location or click Change and browse to the folder you want.

9. Click Next.

The Ready to Install the Program screen appears.
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10. Click Install.

The wizard installs Image Lab.

11. When the installation finishes, a final wizard screen appears, in which you can choose to display
the Release Notes, the Windows Installer log, or both.

12. Click Finish to exit the wizard.

The Image Lab icon appears on your desktop.
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Chapter 2 Setting Up Image Lab Security Edition
When you install the Security Edition, a Security menu is included on the menu bar. From the Security
menu, Image Lab Administrators can do the following:

n Enable or disable Secure Mode in Security Preferences

n Rename security groups

n Enable write once support

n Deactivate Security Edition

Enabling and Disabling Image Lab Secure Mode
You must have Image Lab Administrator role privileges to switch between Image Lab secure and
standard modes.

To enable secure mode

1. On the Security menu, click Security Preferences to display the Security Preferences dialog box.

2. Select the Enable secure mode checkbox.

3. Click OK to display the Enable Secure Mode dialog box.
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4. Enter your Image Lab Administrator user name and password.

5. (Optional) If you are working on a Windows network server, type the name of the Windows
domain in the Domain box.

Note: By default the name of the domain on which the current Windows user is located
appears in the Domain box.

6. Click OK to save your changes.

A message instructs you to restart Image Lab.

7. Click OK.

Important: For more information on setting security preferences, see Setting Security Preferences
on page 14.

To disable secure mode

1. On the Security menu, click Security Preferences to display the Security Preferences dialog box.

2. Clear the Enable secure mode checkbox.

3. Click OK.

The Admin Authentication dialog box appears.
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4. Enter your Image Lab Administrator user name and password.

5. Type the name of the Windows domain in the Domain box.

Note: By default the name of the domain on which the current Windows user is located
appears in the box.

6. Click OK to save your changes.

A message instructs you to restart Image Lab.

7. Click OK.
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Setting Security Preferences
You must know your network domain name in order to set security preferences. If you do not know this
name, see Finding Your Authentication Domain Name on page 31 and follow the instructions to obtain
your network domain name.

To set security preferences, you specify the security settings described below.

Setting Description

Network
domain

A remote domain-controlling computer or system, which ensures that only authorized users
with valid credentials can access and run Image Lab.

Note: By default, the Security Preferences dialog box displays the name of the domain
on which the current user logged in.

Local
domain

Local computer on which Image Lab is running, which ensures that only authorized users
with valid user credentials can access and run Image Lab.

Credentials Valid user name and password that allows or prohibits specific user actions

Table 2. Security preferences

To enable only network domain users to run Image Lab

u In the Domain to be used in authentication box, enter the name of your network domain.

Leave the Use local groups for establishing user security levels checkbox unselected.
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To enable only domain users who are also valid members of specific local groups to run
Image Lab

1. In the Domain to be used in authentication box, enter the name of your network domain.

2. Select the Use local groups for establishing user security levels checkbox.

To enable only local users to run Image Lab

u In the Domain used in authentication box, enter the local computer name.

The Use local groups for establishing user security levels option becomes inactive.

Renaming Security Groups
To rename any of the default Security Groups

1. From the main menu, select Security > Rename Security Groups.

This menu option is visible only if the person logged into the local computer is logged in as a
member of the Windows Administrators group.

2. Click in any of the Group Name fields.
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3. Enter a new name.

4. Click OK to save your changes.

Note: The new user group name must comply with standard Windows Local Users and Groups
user names rules.

For more information on setting up security groups, see Setting Up Users and Groups on page 29.

Using Groups on a Local Domain
If you choose not to create or use groups on the network domain, set up local groups. Add the
authorized users to the groups on the local domain. In the Security Preferences dialog box, select Use
local groups for establishing user security levels.

For information about setting up users and groups for Image Lab Security Edition, see User Names,
Groups, and Roles on page 21.

Changing Security Preferences
Changing the domain that is used to authenticate users is a two-step process. You first authenticate
on the first domain, then authenticate on the second domain. This change in domains can be
performed in either of two ways. It can be performed by one individual assigned the Image Lab
Administrator role on both domains, or it can be performed by two individuals, one with the
administrator role on the first domain, and the other with the administrator role on the second domain.
See User Authentication and Group Membership on page 30 for more information about using this
dialog box.
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Deactivating Image Lab Security Edition
You must have a license for each instance of Image Lab that you install. You can load Image Lab
Security Edition on a second computer only if you deactivate the instance on the initial computer first.

You can deactivate Security Edition using the option in the Security menu.

To deactivate Security Edition

1. From the Menu bar, select Security, and then click Deactivate Security Edition.

The Deactivate Security Edition dialog box appears.

2. Click Deactivate.

Security Edition is immediately deactivated, and a success message appears.

3. Click OK.

Note: To reactivate Security Edition, you must reenter your license code.
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Chapter 3 Using the Security Edition

21 CFR Part 11
Image Lab Security Edition is a module in the Bio-Rad’s Image Lab software that assists users in
meeting the U.S. Food and Drug Administration’s regulations on good lab practices in the
pharmaceutical and biotechnology industries. The Security Edition enables system administrators to
ensure that Image Lab operates in compliance with Title 21 of the Code of Federal Regulations (CFR)
Part 11 in a closed system. A closed system is defined as “an environment in which system access is
controlled by the persons who are responsible for the content of electronic records that are on the
system” (Section 11.3 (b) (4)).

Important: Image Lab Security Edition is not supported on the Mac.

ChemiDoc Touch and 21 CFR Part 11 Compliance
The ChemiDoc Touch imaging system running Image Lab Touch Software 1.2 or earlier does not
support the acquisition of images in secure mode, and any reference to the creation of secure
documents does not apply.

However, Image Lab Touch, running on the ChemiDoc Touch, ChemiDoc, or ChemiDoc MP imaging
systems, can export secure images but does not support signature or log viewing. Secure files
exported to Image Lab Software Security Edition can be opened in secure mode and signed. Logs
from these files can be viewed in Image Lab. For more information on this feature, see Unsecured
Documents on page 23 and Signing Documents on page 25. For information about the logs that
document these actions, see Document Logs on page 26.

Administering Security Controls
The security controls built into Image Lab Security Edition must be properly configured and
administered by the system administrator(s) in your organization in order to be secure and in
compliance with 21 CFR Part 11.
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Establishing Policies and Procedures for Compliance
Bio-Rad makes no claim that Image Lab Security Edition software is CFR-compliant in and of itself,
nor does the company guarantee compliance for the user. Your organization must establish policies
and standard operating procedures that work in conjunction with the tools provided by Bio-Rad to
ensure compliance with 21 CFR Part 11.

Standard Mode versus Secure Mode
Image Lab Security Edition can be run in either of the following modes:

n Standard Mode— in this mode, there are no restrictions on controlling the instrument, operating
the software, or changing the documents.

n Secure Mode— in this mode, in addition to the features available in standard mode, security
features are enabled, including document signing, the use of Write Once folders, and log creation.

When Image Lab is in secure mode, a padlock symbol appears in the left corner of the status bar.
If no padlock is present, the software is running in standard mode.

When Image Lab is installed, by default it is set to run in standard mode. It continues to run in this
mode until a user with Image Lab Administrator privileges enables secure mode. This chapter
assumes you are running the software in secure mode unless noted.
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User Names, Groups, and Roles
To run Image Lab Security Edition in secure mode, you must log in with a user name and password.
The Microsoft Windows system administrator usually creates the user names and passwords. The
Image Lab administrator defines the groups with which the Security Edition roles will be associated.
there are four default roles in Image Lab Security Edition. Each role is associated with one of the four
default Image Lab user groups, and each user is assigned a role that gives the user access to specific
features in the software.

Note: System administrators can change the user group names, if necessary, to meet their
company standards. For more information about setting up groups, user names, and passwords,
see User Accounts on page 29.

User Group
Image Lab
Role Description

TDS_
Administrator

Administrator Administrators can enable or disable secure mode and view log
files. They do not have access to other features.

TDS_User Supervisor Supervisors have full access to all application features and
functions and can also sign files. They cannot enable or disable
secure mode.

TDS_Tech Clinician Clinicians can perform instrument operations and view log files
and sign files. They do not have access to other features.

TDS_Guest Reviewer Reviewers can view log files and can also sign files. They do not
have access to other features.

Table 3. Security Edition groups and roles
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Role Restrictions
Your role determines which features of the security edition you have permission to use. If you attempt
to perform an action that is not permitted for a user in your role, you will see an error message. In
some instances the user’s role determines which Security Edition features are visible and/or enabled.
Therefore, you might not see all of the features described in this chapter.

Table 4 lists the Image Lab Security Edition functions that each role has permission to perform.

Function Administrator Supervisor Clinician Reviewer

Enable/disable secure mode X

View log files X X X X

Enable/disable write once
support

X

Set up and recalibrate the
instrument

X

Create new protocols X

Open existing protocols X X X

Run protocols X X

Edit protocols X

Create new images X X

Open existing images X X X

Edit images X X

Analyze images X X

Sign documents X X X

Table 4. User access to features by role
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Starting Image Lab Security Edition
When secure mode is enabled, you are prompted to log on when you start the Image Lab application.

To start Image Lab in secure mode

1. Click the Image Lab icon to start the application.

2. In the Log on to Image Lab dialog box, enter your user name and password.

3. Click OK.

Note: If you have any questions or problems logging on, see your system administrator.

Electronic Records
Image Lab Security Edition enables you to create secure electronic records as defined by 21 CFR Part
11. In Image Lab, the following are electronic records:

n Protocol files

n Image files

n Document log files

n Instrument log files

n System log files

Unsecured Documents
Note: Starting with version 2.0, Image Lab Touch exports secured documents. Information in this
section does not apply to imagers running Image Lab Touch 2.0 or later.

Image files created with the ChemiDoc Touch imaging system running Image Lab Touch 1.2 or earlier
are unsigned, unsecure documents. Unsecure documents remain unsecure. When you open these
files in secure mode, you can make changes to these files and save them without restrictions. A
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document log is generated for changes to these files, but the log is not viewable in standard mode.
You must log in to secure mode to see the log.

You can also open unsecure documents in secure mode and sign them. You can make changes to
these files and save them as secure documents. The original unsecure document remains unsigned
and unsecure. The new document is saved as read-only with an incremental revision number and
Image Lab generates an audit log. Image Lab will not be able to overwrite the secure file, but it can
overwrite the original unsecure file.

Secure Documents
Until ChemiDoc Touch image files created using Image Lab Touch 1.2 or earlier are signed, they are
saved as standard files. Once signed, they are they saved with the secure extension (.sscn).

Note: A secure document can be saved unsigned. Likewise, a signed document can be saved as
a new, unsigned file. In this case, the saved file is still a secure document. All changes to the
document are captured in the document log.

Documents created in secure mode can be signed at any time. When a secure document is signed, it
is saved as read-only. Image Lab cannot overwrite the document. You can open signed documents
and sign them again. The newly signed file is saved as a second revision, and the new signatures are
captured in the document log.

Note: Image Lab can never overwrite a signed file.

You can open secure documents in standard mode of Image Lab. Selecting Save As in the File menu
creates an unsecure file. The original file is preserved, and an entry is added to the original log that
the file has been reverted to unsecure. Image Lab standard edition can modify the file. A log is
generated for the new, unsecure document, and Image Lab no longer checks the file for unauthorized
alterations.

Modifying Secure Documents
You can open and change a signed document in Image Lab. The original document is read-only and
cannot be overwritten. Saving the revisions opens the Save As dialog box. The changes are saved
into a new revision with an incremental revision number.

Each time a secure document is modified, you must provide a reason for each change before you can
sign the document. The modifications are logged in the document log. The new signed document
takes with it the entire history of the original document in its log.
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Signing Documents
To sign a document

1. Select the protocol or results file.

2. In the Security menu, click Sign Document.

The Signing Document dialog box appears.

3. Enter the user name and password of a user authorized to sign documents.

Note: The user name and password can be for a user other than the current user.

4. Enter a reason for signing the document. Typical reasons include review, approval, responsibility,
or authorship.

Note: You must provide a reason in order to sign the document.

The user name, date and time of the signature, and reason for signing are always included in the
Signature History section of the image report. For information, see General Tab in the Image Lab
User Guide.

5. Click OK.

A Save File dialog box appears.

6. Enter a new name for the file and click Save.

Note: Signed images are saved with an .sscn extension.
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Document Logs
Changes made or actions performed on an image file generate a document log that documents each
change or action. If you change a file and save it as a new file, of whether you are in secure mode or
not, the document log is preserved in the new file. If you are in secure mode, the signature of the
previous file is noted as part of the document log.

All major actions and changes are audited (they generate a document log). Examples of auditable
actions include

n Signing a file

n Changing the image by cropping or rotating it, for example

n Modifying the analysis. For example, changing the lanes and bands or adding or editing
annotations to the images

Minor changes that affect only the display are not audited, such as

n Selecting different columns in the Analysis Table

n Changing the display options in the Lane Profile

n Annotating or labeling the image using Annotation Tools

Each change you make to a signed image file must be documented in the Reason for Change dialog
box.
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Viewing the Document Log
The View menu displays a list of logs for each open document. The document log captures
information about editing image files. You can view the document log for any open file. This file can be
a previously saved file or a newly created image file that is open on your desktop but not yet saved.

If the document was previously saved, the log is identified with its name. If the document has not been
saved, the log is identified with the time stamp that shows when the document was created.

The document log includes

n Date and time

n User

n Level — security role of the user

n Type — type of event

n Description — the actual event captured

n Reason — reason for signing a document

For more information about logs, see Software Logs in the Image Lab User Guide.
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Appendix A Setting Up Users and Groups
This appendix explains how to set up users and groups to run Image Lab Security Edition software in
secure mode.

Note: This task requires System Administrator privileges on the client computers (and possibly
their domain) on which Image Lab is installed.

User Accounts
To give users access to Image Lab, Security Edition, you can create new Windows user accounts, add
existing user accounts to the four default user groups, or rename any of the four default user groups.
Default user groups and roles are defined in User Names, Groups, and Roles on page 21.

n A user account can have any name, but a password must be defined for the account. See
Password Security on page 38 for information about setting passwords for maximum security.

n Each user can belong to the Image Lab Administrator group and one other Image Lab user group.

For example, a user can belong to the Administrator group and the Supervisor group, but a user
cannot belong to both the Clinician group and the Supervisor group.
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User Authentication and Group Membership
In Image Lab authentication consists of two processes: user authentication and group membership
evaluation.

User Authentication

Image Lab matches (authenticates) a user name with permissions assigned to that user name on the
authentication domain. The domain can reside on your local computer (a local domain) or on a
network server (a network domain). If you (or your network administrator) choose a local domain to be
used for authentication, you are considered a local user. If you or your network administrator choose a
network domain, you are considered a domain user.

Group Membership Evaluation

Image Lab verifies that a user is a member of one or more of the four default Image Lab user groups
(TDS_Administrator, TDS_User, TDS_Tech, or TDS_Guest). The valid members for each of these
groups can be specified in one of two places, as defined by the Use local groups for establishing user
security levels checkbox on the Security Preferences dialog box.

When this checkbox is selected, only users and groups that are defined on the local computer (on
which Image Lab is installed) are recognized. When this checkbox is not selected, only users and
groups that are defined on the network domain are recognized.
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Finding Your Authentication Domain Name
Your authentication domain can be hosted on your local computer (a local domain) or on a network
server (a network domain).

To find the name of your local domain

u In Windows, open the Control Panel and click System.

The System window appears.

Under Computer name, domain, and workgroup settings, the name of your local computer is
shown as Computer name.

To find the name of your network domain

u In Windows, open the Control Panel and click System.

The System window appears.

Under Computer name, domain, and workgroup settings, the name of your network domain is
shown as Domain.
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Specifying the Domain Name
To specify the domain name

u In the Security Preferences dialog box, enter the exact name of the local computer or network
server you want to designate as the authentication domain.

Configuring Users and Groups on a Local Computer
To access users and groups settings on a local computer

1. In the Windows Control Panel, select Administrative Tools.

2. Select Computer Management.

3. In the Computer Management window, open the System Tools folder, and then open the Local
Users and Groups folder.

To create a new user on a local computer

1. Open the Users folder and click Action > New User.

The New User dialog box appears.
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2. Enter information about the user in the following boxes:

n User name—must be unique.

n Full name—must be unique. Bio-Rad recommends using the user’s actual full name, as this
name will be shown in the document log and all the log reports. This is a requirement of 21
CFR 11.50a.

n Description— required. Bio-Rad recommends entering the user’s title as the description.

n Password— enter and confirm a password for the user.

n (Optional) To prevent the Windows system administrator from knowing the user's password,
you can select the User must change password at next login checkbox. In this case, the user
must log on to Windows and change the password before using Image Lab Security Edition.
Otherwise, Security Edition will not recognize the user.

To create a new group on a local computer

1. In the Computer Management window, open the Groups folder and select Action > New Group.

The New Group dialog box appears.

2. In the Group name box, enter the name of one of the following default groups: TDS_Administrator,
TDS_User, TDS_Tech, TDS_Guest.
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3. (Optional) Enter a description in the Description box.

The group does not need special operating-system level privileges.

4. Click Create to save the new group.

5. Repeat steps 2–4 to create the remaining groups.

To add a user to a group on a local computer

1. Do one of the following:

n In the New Group dialog box, click Add.

n In the Groups folder, double-click an existing group. In the Properties dialog box that
appears, and click Add.

The Select Users dialog box appears.

2. Click Advanced. The Search results box becomes visible.
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3. Click Find Now to populate the Search results box with the names of all local computer users.

4. To add users to the group, do one of the following:

n Select a user name.

n Select multiple user names: hold down the Ctrl key and select the user names you want.

5. When you have selected all the users to add to the group, do one of the following:

n To save the users to an existing group click OK and then click OK again to close the Select
Users dialog box.

n To create the new group and save the users to it, click Create to close the New Group dialog
box.
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Configuring Users and Groups on a Network Domain
Note: The network administrator must know how users and groups are set up using the Windows
server software at your site. The following example is used to illustrate the choices.

To locate the users and groups on a Windows server

u Open Administrative Tools and select Active Directory.

Note that in the Active Directory window, the Users folder lists groups as well.

To create a new user on a Windows server

1. With the Users folder open, select Action > New User. Alternatively, use the right-click context
menu.

The New User dialog box appears.

2. Fill in all the boxes:

n User name—must be unique.

n Full name—must be unique.

n Bio-Rad recommends using the user’s actual full name, as this name will be shown in the
document log and all the log reports. This is a requirement of 21 CFR 11.50a.

n Description— required. Bio-Rad recommends entering the user’s title as the description.

n Password— Enter and confirm a password for the user.

n (Optional) To prevent the Windows system administrator from knowing the user's password, you
can select the User must change password at next login checkbox. In this case, the user must log
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on to Windows and change the password before using Image Lab Security Edition. Otherwise,
Security Edition will not recognize the user.

To create a new group on a Windows server

1. With the Users folder open, select Action > New Group.

2. In the Group name box, enter one of the following group names: TDS_Administrator, TDS_User,
TDS_Tech, TDS_Guest.

Type the name exactly as specified. You can also enter a description for the group in the
Description box.

Note: The group does not need special operating-system level privileges.

To add a user to a group on a Windows server

1. Do one of the following:

n In the New Group dialog box, click Add.

n Double-click an existing group in the User Manager folder to open its Properties dialog box
and click Add.

The Select Users dialog box appears.

2. Click Advanced to expand the dialog box.
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3. Click Find Now to populate Search results with all user names.

4. Click a user name in the list to select it, or press the Ctrl key and click multiple users to select
them.

5. When you have selected all the users to add to the group, do one of the following:

n To save the users to an existing group click OK, and then click OK again to close the Select
Users dialog box.

n To create the new group and save the users to it, click Create to close the New Group dialog
box.

Password Security
21 CFR 11.300 (b) requires that passwords be “periodically checked, recalled, or revised.” Password
policies are therefore recommended, although the password duration and rules are up to the system
administrator and the organization. For instance, the exact duration between password changes is
flexible.

To set password policies on a local computer

1. Open the Control Panel and select Administrative Tools > Local Security Policy.

2. In the left pane of the Local Security Policy window, expand Account Policies and then select
Password Policy.

Password policies appear in the right pane.
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Password Security

3. To change password policy settings:

a. Right-click the policy and select Properties to open its properties dialog box.

b. Modify the default setting to meet your company policy.

c. Click Apply.

d. Click OK to close the Properties dialog box.

4. Close the Local Security Policy window.

To set password policies in Active Directory

1. Open the Control Panel and select Administrative Tools > Domain Controller Security Policy.

2. In the left pane of the Domain Controller Security Policy window, expand Security Settings >
Account Policies and select Password Policy.

3. To change password policy settings:

a. Right-click the policy and select Properties to open its properties dialog box.

b. Modify the default setting to meet your company policy.

c. Click Apply.

d. Click OK to close the Properties dialog box.

4. Close the Domain Controller Security Policy window.
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AppendixASetting UpUsers andGroups

Password Policy Setting Examples
The following examples are only suggestions. Your organization should establish its own password
policy.

n Enforce password history: 12 passwords remembered

n Minimum password age: 5 days

n Maximum password age: 30 days

n Minimum password length: 8 characters

n Password must meet complexity requirements: Enabled

n Store passwords using reverse encryption: Enabled

Account Lockout Policy Setting Examples
n Account lockout duration: 0 (The account is locked out until the administrator unlocks it.)

n Account lockout threshold: 3 login attempts

n Reset account lockout counter after: 30 minutes

Auditing Windows Event Logs
Some global auditing information is stored in the Windows Event logs. It is a requirement of 21 CFR
Part 11 that these logs be archived. However, by default, Windows systems automatically remove
these data without warning.

Note: It is therefore critical that the event log is reconfigured to generate and preserve all
necessary log data. Regular manual intervention is also required to preserve these data.

To open the Event Properties Log

1. Open Administrative Tools and click Event Viewer.

2. Right-click on each log and select Properties.

3. In the section When maximum event log size is reached: select Do not overwrite events (Clear
logs manually).

4. Increase the maximum size of the event log to cover any possible messages. The smaller the
maximum size of the event log, the more often the system administrator must manually view,
archive, and clear the system log.

40 Image Lab Software, SecurityEdition



Other SecurityMeasures

Auditing information generated by the operating system is recorded in the Security Log. Logon failures
in Image Lab Security Edition are recorded in this log.

During the review process, the log should be examined for attempted breaches of security, such as a
series of failed login attempts. To avoid the risk of losing data, the size should be very large and this
inspection/archive process should occur daily. The Audit Policy should be set as follows:

n Audit account login events — Failure should be checked at a minimum

n Audit account management — both Success and Failure should be checked

n Audit login events — Failure should be checked at a minimum

n Audit policy change — both Success and Failure should be checked

Other Security Measures
Bio-Rad recommends that you use the built-in protections that Windows Server offers in order to
protect the computer while the user is absent.

Note: Microsoft continually updates its operating systems in response to security issues. It is
critical to keep all components of the Windows operating system, especially domain controllers,
up to date.
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