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Introduction

This document describes the technical and operational components of Unity Real Time 2. A technical review
is a necessary step in evaluating any proposed technology solution.

Overview

Unity Real Time 2 is a client server application for laboratory QC data management. Unity Real Time 2 has
four primary functions:

¢ Provide high quality run validation with comprehensive QC related audit trails
¢ Facilitate routine bench-level and supervisory QC data review
¢ Provide advanced data analysis charts and reports

e Submit QC data for peer group comparison

Users’ access to these functions and other features are controlled by Unity Real Time 2 administrators.

Functional Components of Unity Real Time 2

Software Components

Each of the functional components of Unity Real Time 2 depends upon read/write access to the database,
making the entire application a client that connects to a database.

Application Environment

Unity Real Time 2 uses the Microsoft .NET run-time environment for the application and database. Microsoft
.NET requires Dynamic Link Library (DLL) components for performing tasks as well as Open Database
Connectivity (ODBC) and ActiveX Data Objects (ADO) connections to the database.
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Unity Real Time 2 Client System Requirements

Supported operating systems:

Microsoft Windows 8.1
Microsoft Windows 10
Microsoft Windows 11
Microsoft Windows Server 2016
Microsoft Windows Server 2019
Microsoft Windows Server 2022

Prerequisite software:

Microsoft Data Access Components (MDAC) 2.8
Microsoft .NET Framework 2.0

Microsoft .NET Framework 4.8

Adobe Acrobat 11 or Higher

Software bundled with Unity Real Time 2:

Crystal Reports SP20 (for all reporting tools) (URT
will support up to SP25)

Microsoft SQL Server Express 2017 64-bit

RAM: e 2 GB (minimum)
e 4 GB or more (recommended)
CPU: e Intel Core 2 Duo or faster processor
e 2.8 GHz and above
Storage: 2 GB free space (minimum)

Network requirements:

See “Unity Real Time 2 Network and Interface
Requirements” on page 7
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Getting Started with Installation

The core component of the Unity Real Time 2 software is the database. In cases where enterprise-wide
deployment is required, Bio-Rad recommends hosting the Unity Real Time 2 database on a fully licensed
Microsoft SQL Server Standard or Microsoft SQL Server Enterprise in a redundant environment.

Client computers on the same network can access the Unity Real Time 2 database. The typical and
minimum recommended installation environment for Unity Real Time 2 (application and database) is a
desktop personal computer. The maximum installation configuration depends on licensing and hardware
resources. Bio-Rad encourages facilities seeking enterprise level configurations to consult with a Bio-Rad
Quality Systems Specialist for expert recommendations and planning.

Application Deployment

The Unity Real Time 2 .MSl file does not support unattended installations or answer files. However, Bio-Rad
has provided a method for system administrators to deploy the application unattended over the network
using the setup.exe file. Please consult with your Bio-Rad Field Application or Support Specialist for updated
information regarding this type of application deployment.

Virtual Environments

Due to numerous virtual environments such as Citrix, VMware, and Microsoft Windows Virtual PC,
Bio-Rad does not directly support the use of Unity Real Time 2 in such environments. This does not mean
Unity Real Time 2 will not work in a virtual environment and it does not void any specific warranty. It simply
means that the bulk of support and troubleshooting for virtual system related issues may be the burden of
the end user. However, if an issue is reproducible on the application server hosting Unity Real Time 2,
Bio-Rad will provide full support of the application if all system compatibility profiles have been met (i.e.,
operating systems compatibility list, etc.).
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Unity Real Time 2 Database Compatibility and Settings

Database Platforms

Microsoft SQL Server Unity Real Time Supported Microsoft SQL Server Environments
e Microsoft SQL Server 2016*
e Microsoft SQL Server 2017*
e Microsoft SQL Server 2019*
e Microsoft SQL Server 2022*
*Express, Standard, and Enterprise Versions

These database platforms provide the most optimal host for the
database to reside (i.e., robust server specifications, database
maintenance plans, access controls, etc.). Please refer to the
Microsoft website for minimum system requirements for these
database platforms.

Bio-Rad Installation Package Microsoft SQL Server 2017 Express is licensed, packaged and
deployed by Bio-Rad during installation of the Unity Real Time 2
database setup. SQL Server 2017 Express has limitations which
must be considered in environments requiring superior performance
and database size. These limitations include:

e Maximum database size is 10GB, the same as a SQL Server
2016, SQL Server 2014, SQL Server 2012, SQL Server R2
Express

e 1.5 GB of available system RAM is used

¢ Only allows the lesser of one CPU socket or four cores
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Unity Real Time 2 Database Compatibility and Settings (continued)

All Versions

The use of various cluster/disaster recovery/high availability (HA)
utilities can be used. However, the bulk of support is on the end user.
Bio-Rad will provide support on a limited best-effort basis.

Additional Requirements and Setti

ngs

RAM:

CPU:

See “Unity Real Time 2 Database Sizing Recommendations” on
page 6

Storage:

Communication protocols:

See “Unity Real Time 2 Network and Interface Requirements” on
page 7

Non-standard SQL configurations,
collations, settings required:

e | ogin account to SQL server must be granted db_owner rights
to the database

e The collation is [SQL_Latin1_General_CP1_CI_AS]

e Transaction log growth size is set to 10% unrestricted by
default. Unity Real Time 2 uses a stored procedure to truncate
down to 1 MB when detected

e Recovery model needs to be set to “Simple”

Additional Requirements and Setti

ngs

|/O transactions:

e Fach Unity Real Time 2 import string, equivalent to a data
point, generates 23 SQL requests from the Unity Real Time
application. Any further SQL transactions are not identified.
The scope to identify the amount of I/O requests would
be to calculate the total number of expected QC results
processed dalily.

e 1 data point result equals ~1 KB within the database
e \/olume is dependent on usage

e Application transaction type is OLTP

License scheme:

e The default Unity Real Time 2 license allows for three
concurrent users and can be expanded in increments of five.
For example: 3, 8, 13, 18, 23, etc.

e Multiple databases can be licensed as well as multiple clients
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Unity Real Time 2 Database Sizing Recommendations

Small Scale Implementation Specifications

Number of instruments resulting QC: 1-6

Number of concurrent users: 1-10

RAM: 2-4GB

CPU: Intel Core 2 Duo, 2.8 GHz and above
Storage: 40-60GB

Microsoft SQL Server platform:

Microsoft SQL Server Express 2017 (no multi-core > 2 Core
Duo support)

Medium Scale Implementation Specifications

Number of instruments resulting QC: 7-15

Number of concurrent users: 10-20

RAM: 4-8GB

CPU: Intel Core 2 Duo 2.8 GHz and above
Storage: 60 -100 GB

Microsoft SQL Server platform:

e Microsoft SQL Server Express 2019 (no multi-core > 2
Core Duo support)

e Microsoft SQL Standard 2016, 2019, and 2022 (multi-
core support)

Enterprise Level Implementation Specifications

Number of instruments resulting QC: 16+

Number of concurrent users: 20+

RAM: 8+ GB

CPU: Intel Xeon CPU (Dedicated VM/Server/etc.)

Storage: 100+ GB

Microsoft SQL Server platform: e Microsoft SQL Server Standard 2019 (multi-core

support)

e Microsoft SQL Server Enterprise 2016, 2019, and 2022
(multi-core support with enhanced options)

Unity Real Time 2 e Technical Review
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Scalability

Unity Real Time 2 is very scalable even when installed with the default configuration. The need for more
concurrent users, multiple sites, large data pushes, long-term storage of results, and bandwidth limitations
can be addressed by hardware or non-default installations of the software. Bio-Rad personnel are available
to assist in scalability planning.

Reliability

Microsoft SQL Server Relational Database Management Systems (RDBMS) are considered world-class
database hosting solutions. Reliability is generally limited by hardware quality and performance rather
than software.

Unity Real Time 2 Network and Interface Requirements

Ports, Protocols and Initial login:
Services (PPS): (check for product updates) o

https://ulm.gcnet.com
(check for license updates)

e http://qconcall.com (SP8 or lower)

Peer data submission: e https://myeinserts.qcnet.com/

Receive code lists: e https://myeinserts-app.qcnet.com

Receive El Data:

QCNet https://www.qgcnet.com

Ports: e https port for monthly peer group submission
and product downloads (default port 443)

e 1433 for ODBC SQL connection

e 443 for remote sessions during support (if
necessary)

e 443 for viewing InstantQC Reports on QCNet
using the following URL:
https://www.qcnet.com:443/Login.aspx

Client to database e TCP/IP for connectivity with the SQL database

connection: e Named pipes for connectivity with the SQL
database

e ADO.Net for import string functionality to the
database

e (Open Database Connectivity (ODBC)

e Multi-protocol

Proxy: Proxy server aware, including multiple proxy types, DNS with NT authentication

Bandwidth requirements: Optimal performance requires a minimum 100BASE-TX
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Unity Real Time 2 Network and Interface Requirements (continued)

Bandwidth utilization:

Based upon large database queries (40,000 QC files processed), which are not
constant, the end-user can experience up to 2 Mbps (2%) utilization and an average
of 285 packets per second on a 1 Gbps LAN environment

Supported network
environments:

Unity Real Time 2 provides QC data management and reporting functions across
multiple facilities, time zones, and regions

Size of files transmitted/
received from Bio-Rad:

Codelist download ~3700 KB on disk
Analytical Goals download ~46.5 MB on disk
Instrument Setup ~1000 KB on disk

QC data transmission files depend on the amount of data being transmitted
(average ~200 KB)

HL7 or ADT compliant:

Not compatible with Unity Real Time 2

Cryptographic protocol used:

SP9 and above: TLS 1.2
Before SP9: TLS 1.0

Unity Real Time 2 Security and Access Control Information

Database Security

e Data authentication is passed through using ADO.Net SQL authentication.

e SQL authentication password complexities must conform to local IT policy.

e SSQL authentication password expiration is dependent on the security login account created on the

server.

Application Security

e Passwords must be at least 2 characters long for the application.

e Passwords for the application can be set to expire in 3, 6, or 9 months. By default, password
expiration periods are set to never, a time period must be selected to activate them. The Administrator
can enforce password expirations at a configurable interval.

e There are no password complexity requirements for the application.

¢ Unity Real Time 2 does not allow for credentials to be saved locally (bypassing future authentication).

e Unity Real Time 2 users must manually logout during periods of inactivity.

Encryption

Unity Real Time 2 encrypts the following values within the UnityRealTime.exe.config file using a
lateral-bit rotation scheme, such as: ProxyPwd, PWD, LicenseKeyUsername, LicenseKeyPassword, and
ImportLicenselD. This file is responsible for shared application configurations.

Integration with Enterprise Access Control (LDAP)

Unity Real Time 2 does not integrate with LDAP, Active Directory, or Kerberos.
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Anti-Virus Integration

Unity Real Time 2 does not place any restrictions on the use of commercial antivirus software and updates.

Client System Permissions

On the client computer, a minimum of power user rights are needed for the following paths:
C:AMSSQL, C:\Program Files\Bio-Rad Laboratories\Unity Real Time, and the registry key
[HKEY_LOCAL_MACHINE\SOFTWARE\Bio-Rad Laboratories].

Registry key for 64 bit users:
[HKEY_LoCAL_MACHINE\SOFTWARE\Wow6432Node\Bio-Rad Laboratories\QC OnCall]

User Roles

Administrator can determine permissions within application based on login, giving different degrees of
privileges depending on what role each user will play.

Auditing

Unity Real Time 2 provides an audit system to log events related to QC data manipulation. However, this
does not track attempted logins or other access related functions.

Vulnerability

Vulnerabilities, also known as CVEs, for the Microsoft SQL Express 2017 redistributable package can be
found at the United States National Vulnerability Database (VND)
(http://web.nvd.nist.gov/view/vuln/search?execution=e2s1).

Unity Real Time 2 Disaster Recovery and Backups

Backing Up the Database

Unity Real Time 2 provides a backup utility that performs a SQL backup. The backup creates a *.BAK file on
the local hard drive and then has the ability to move these files to a network location. You can perform one-
time backups, or set scheduled backups on a daily, weekly, or monthly routine.

Please consult with the Bio-Rad support representative if you have any further questions or concerns.

Disaster Recovery

If backups are stored off-site, the application may be reinstalled and the database backup file restored. Al
data and configuration would then be recovered.

Depending on the Unity Real Time 2 database size, the restore process could vary upon environmental
variables to recover the database and clients back to their fully operational condition. Please contact Bio-Rad
Software Support for assistance in planning for this scenario.
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Unity Real Time 2 HIPAA Compliancy

The following provides a description of the datasets that are generated, stored, or transferred by
Unity Real Time 2.

With the advent of the Health Insurance Portability and Accountability Act (HIPAA) there may be concern
about the use of software in the laboratory environment that may violate patient privacy rights.

QC data management software from Bio-Rad simply computes and transmits QC data from quality
control samples.

Note: Bio-Rad does not enter into Business Associate Agreements (BAA) related to Unity Real Time or
remote desktop support. However, Bio-Rad will escalate Confidentiality Disclosure Agreements (CDA) to
our legal department for review and consideration.

QC Connectivity software from Bio-Rad does have the capability to harness patient information from
a laboratory instrument during interfacing. However, during the data stream collection process, patient
samples are separated from QC samples and purged from the local system.

If any patient data is inadvertently transmitted and imported as quality control, the Bio-Rad QC data
management software does not have the capabilities to read any demographic data, so this would
automatically de-identify the data.

Bio-Rad support personnel offer remote access to the client’s environment via Zoom, Citrix GoToAssist
(Citrix online), or Bio-Rad BRiCare. Remote access is initiated and controlled by the end-user at all times.

All Bio-Rad employees with potential access to PHI from a Bio-Rad Laboratories covered entity client are

required to adhere to the Bio-Rad HIPPA policies and procedures.

General Datasets

Personnel information: Account contact information for each lab number such as
company address, phone number, email address, etc.

Configuration of structural information: Lab number, lot number, test, and instrument information

Protected Health Information (PHI): No

Financial information: No

Public information: No

Other classified information: No

HIPAA Transactions and Code Sets (TCS)

Claims processing and/or transmission No
Encounters processing and/or transmission No
Claims status inquire and/or response No
Claims payment, explanation of benefits (EOB), and/or electronic remittance advice (ERA) No
Patient eligibility No
Health plan authorization and/or certifications No
Health insurance benefits enrollment and/or maintenance No
Health insurance premium payments and/or processing No
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Unity Real Time 2 Certifications and Regulations
e Unity Real Time 2 is not considered a regulated FDA product.

e Unity Real Time 2 facilitates compliance with regulatory and accreditation requirements with the following
regulatory agencies and/or guidelines:

—  CAP accreditation requirements
—  CLIA requirements

—  CLSI guidelines

- 1SO 15189 standard

- 180 9001:2015

— Various other local regulatory and accreditation requirements worldwide

Unity Real Time 2 Development Life Cycle

Bio-Rad uses an agile development process for our software engineering projects. This iterative process
emphasizes quality, flexibility, and customer satisfaction as we draft design specifications in parallel with
prototype development.

During the agile process, customer requirements are incorporated into a product concept. This concept then
guides coordinated development cycles which update the prototype and refine the design specifications.
When the prototype is ready, fully functional software code is finalized. Before release, the product is
thoroughly tested by Bio-Rad Software Development and Quality Assurance.

Change Management and Testing

As part of the agile software development process, we invite customers to become involved in the beta
testing of all service packs prior to their official release. We work with customers in either a test or live
environment to beta test changes and ensure a smooth transition to the released version.

Software Quality Assurance

Bio-Rad performs a vigorous testing process for each update and new product release and includes:
e  Unit testing (development)

e Specific use case testing

e Regression testing

e Integration testing with supported operating systems (i.e., service packs, hot fixes)

e Virus scan

e  Security and data integrity testing

e Performance and load testing

Unity Real Time 2 ¢ Technical Review Page 11



Unity Real Time 2 Support

The Bio-Rad Laboratories Software Support Team provides telephone and email support for Bio-Rad
software products and integration services. We do not support Customer or Reseller supplied third party
products, although whenever possible, our team will offer advice and suggestions regarding the use,
configuration, and faultfinding of such products in relation to Bio-Rad software.

In all cases, Bio-Rad Laboratories (hereafter called the Vendor) operates a remote web assistance tool,
whereas the Customer must provide appropriate remote access facilities for Bio-Rad Laboratories to be able
to provide the best support possible.

Description of Software Support

Software Support shall be performed by the Vendor as needed and requested by the Customer. Software
Support is all-inclusive of software support services rendered by the Vendor for the duration of the Software
Subscription purchased by the customer. Software Support can be the first point of contact for all issues that
impact the operation of the Vendor’s software, however we may not be the only point of contact for hardware
issues.

Level of Support

Support is provided and is integrated into the Vendor’s support processes. Standard Coverage is included
with the software subscription purchased by the Customer with no further cost. This level of support is
provided by the appropriate Vendor help desk personnel upon receipt of the Support Request from the
Customer. This represents general support. If this level of support cannot resolve the problem, the Support
Request is then escalated to the Vendor’s Level 2 support personnel, which are then passed to the product
specialists.

Response Time

For Standard Coverage, the response time following any service call should be 48 business hours or less.
The response time begins when the request is logged with the Vendor Customer Contact System and ends
when the Software Support representative closes the incident ticket.

After-Hours Work

Please email us at unity_support@bio-rad.com or leave a voicemail on our phone system during
non-business hours including most major U.S. holidays.

Training

On-site and live phone training are available for an extra fee. However Bio-Rad Software Support does
include information on usage that may be supplemented by directing the user to our online training materials.

Upgrades

Upgrades and updates can be managed by automatic product updates using customer’s internet access;
however Software Support is available to assist with upgrade issues that effect the operation of the Vendor’s
software.

Customer Assistance

During the support call and resolution process, the Customer representative may be requested to carry
out certain tasks in order for progress to be made. This must be carried out within a reasonable time and
feedback given to the Vendor support representative as soon as possible.
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Remote/VPN Access
Bio-Rad supports our products remotely through two different Vendor solutions.

e GoToAssist by Citrix Online
End-to-end Secure Sockets Layer (SSL) port 443 and 128-bit Advanced Encryption Standard (AES)
encryption. No unencrypted information is ever stored on their system.

e Zoom
Zoom end-to-end (E2E) chat encryption allows for a secured communication where only the intended
recipient can read the secured message. Zoom uses public and private keys to encrypt the chat
session with Advance Encryption Standard (AES256). Session keys are generated with device-unique
hardware IDs to prevent data from being read from other devices. This ensure that the session cannot
be eavesdropped on or tampered with.

¢ Bio-Rad BRiCare
Encrypted configuration files and data transmissions (SSL), Files checksum validations, Encrypted
traffic (256-bit), Digicert Extended Validation SSL certificate.

On-Site Visits

Bio-Rad offers on-site visits for an extra fee. Please contact your local Bio-Rad Sales Representative for more
information.

Temporary “Work-Around(s)”

Where no immediate solution is available to solve the issue raised by the customer, it may be necessary

to introduce a temporary “work-around” solution while a permanent solution is investigated, tested, and
implemented. This work-around will be designed to provide a basic functioning solution. This may involve
changes to or implementation of manual working processes at the customer site, or a reversion to an earlier
version of the Vendor system configuration. Where such a work-around is proposed by the Vendor, projected
completion timelines for the implementation of a complete resolution will be given. Concerning achievement
of Service Level, a temporary work-around will be an acceptable substitute for a permanent solution.

Software Solution

A Software Solution is generally defined as a request for support to fix a defect in existing software or a
request for support that involves a workable solution to overcome that defect without changing the software.
The Vendor will determine the appropriate solution for these requests.

Enhancement

An enhancement is generally defined as any request to make modifications to the functionality of an existing
software product or any request to add functionality to an existing software product. The Vendor will
determine the appropriate solution, if any, for these requests.
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Software Support Hours and Contact Info

Inside the United States

Phone: 800-854-6737; option 3

Email: unity_support@bio-rad.com

Hours of operation: 5:00 a.m. to 4:00 p.m. PST, Monday through Friday excluding most major
U.S. holidays.

After hours, please leave a voice message or send an email for a return call
the following business day.

Outside the United States

Phone: Contact your local Bio-Rad office or Sales Representative

Email: unity_support@bio-rad.com

Updating and Upgrading the Software

Automatic Updating

Unity Real Time 2 provides the option to automatically receive and apply service packs via the Internet. (This
is performed on port 80 by default). Bio-Rad will also provide service packs via email or a download site for
customers who prefer to apply service packs manually.

Microsoft Compatibility

When Microsoft makes a service pack or hotfix available, Bio-Rad installs them in a test environment and
validates the basic operability of our products. It is the customer’s responsibility to install, in accordance with
Microsoft operating system software program guidelines, the Microsoft service packs and hot fixes on their
network servers and technology-related assets.

Update Notification

The software prompts users, regardless of update permissions, that an update is available. Users with
update permission may install the update.

Important: Make sure you back up the current database before you install any upgrade.

Frequency of Updates

Updates and service packs are created when needed. The release dates of updates are up to the discretion
of product management. There is no rotation or set schedule currently in place for development of updates
or service packs.
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License Agreement, Warranty Information, and Trademark Notices

Bio-Rad hereby grants you a non-exclusive, non-transferable, time limited worldwide license to use the Unity Real Time software
program (“Software”), and the related materials provided in this package, as well as a browser interface and data encryption for
transmission, access and storage, as part of the Unity Interlaboratory Program (and related functionality), solely for your own internal
business purposes, subject to the terms and conditions of your Subscription.

You do not have the right to and shall not sell, rent, or sub-license the Software, use the Software in the operation of a service bureau or
time-sharing arrangement, or otherwise redistribute the Software to any outside person or entity not authorized to use it.

The Software may contain or be derived from portions of code and documentation provided by third parties including, without limitation,
Westgard Inc. under license to Bio-Rad. Bio-Rad has assumed responsibility for the selection of such code and documentation and its
use in producing and licensing the Software.

You may not copy, reproduce, or transmit any part of the Software or other related materials including but not limited to the user

manual or reference guide in any form or by any means (including translation to another language, computer language, or format). For
user manuals provided electronically such as a PDF file, it is permissible to print these for use by the Purchaser. You may not reverse
engineer, decompile, disassemble, or otherwise reduce the Software to any human perceivable forms. You may not modify, adapt,
translate, rent, lease, loan, resell for profit, transfer, export or create derivative works based upon the Software or any part thereof. You
agree to keep confidential, and use your best efforts to prevent the unauthorized disclosure and use of, the contents of the Software and
related materials.

The Software may only be used in conjunction with the Bio-Rad Unity interlaboratory service and shall not be used with any other
interlaboratory comparison or data reduction system, whether commercially provided or otherwise.

The information contained in the user manual and reference guide is subject to changes and updates at Bio-Rad’s discretion.

If you do not agree to the terms hereof, promptly return the Software and all other related materials provided in this package to the place
of purchase. Except for the limited license granted herein, Bio-Rad owns all copyright, trade secret, patent and other proprietary rights,
and all other right, title and interest, in and to the Software and related materials.

Subscription or Charge Based Content and/or Services

Some or all content and/or services available through the use of this Software may be available conditioned on your purchase of a
subscription or payment of a one-off charge, including but not limited to the Unity Interlaboratory Program, and all related functionality.
Except where expressly provided in other applicable terms, where subscription fees, or other fees including one-time charges are
assessed with respect to Services or access, Fees shall be payable by Users in advance at the time, by the means of payment and at
the rates stipulated by Bio-Rad. Bio-Rad may deny or suspend access in the event of late or non-payment of any fee due.

Subscription renewals may be purchased up to 2 months (60 days) prior to the subscription expiration date. Upon the renewal of the
subscription, the new subscription period start date will be the date immediately following the date of expiration of your then-current
subscription. Failure to renew your subscription within 60 days prior to expiration may result in cancellation of the Software license. You
may cancel your subscription to any fee-based content and/or services by contacting your local Bio-Rad office.

Bio-Rad will make commercially reasonable efforts to inform Users who subscribe to Fee-based content and/or services of any fee
changes in advance.

UNTIL A VALID SERIAL NUMBER HAS BEEN ISSUED TO YOU BY BIO-RAD, YOU MAY ONLY USE THE SOFTWARE FOR A TRIAL
PERIOD NOT TO EXCEED THIRTY (30) DAYS FROM THE INITIAL INSTALLATION. YOU AGREE TO REMOVE ANY COPIES OF THE
SOFTWARE UPON EXPIRATION OF THE TRIAL PERIOD IF YOU DO NOT PURCHASE THE SOFTWARE. NO LICENSE IS GRANTED
UNTIL THAT TIME.

Warranty Information

The Purchaser must notify Bio-Rad of its claim of any defect. If the Software is found to be defective by Bio-Rad, Bio-Rad’s sole
obligation under this warranty is to remedy such defect in a manner consistent with Bio-Rad’s regular business practices. For a defect
which materially adversely affects the performance of the Software, Bio-Rad shall use commercially reasonable efforts to cure such
defect as soon as reasonably practicable after receipt of Purchaser’s notice, and for minor defects, Bio-Rad shall use commercially
reasonable efforts to correct such minor defects in the next release of its Software. If, however, Bio-Rad is unable to cure a major defect,
the Purchaser’s sole remedy shall be the option to cancel this Agreement, whereupon Bio-Rad shall refund only the Software fees paid,
and Bio-Rad shall have no other liability whatsoever.

THE WARRANTIES SET FORTH IN THIS AGREEMENT ARE IN LIEU OF ALL OTHER REPRESENTATIONS AND WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, ANY
WARRANTY OF NON-INFRINGEMENT, AND ANY OTHER STATUTORY OR COMMON-LAW WARRANTY. BIO-RAD ON ITS OWN
BEHALF HEREBY EXPRESSLY DISCLAIMS AND EXCLUDES ANY AND ALL SUCH OTHER REPRESENTATIONS AND WARRANTIES.
LIABILITY OF BIO-RAD TO THE PURCHASER, IF ANY, FOR BREACH OF WARRANTY, OR ANY OTHER CLAIM RELATING TO THIS
AGREEMENT SHALL IN NO EVENT EXCEED THE TOTAL AMOUNT OF SOFTWARE FEES PAID BY THE PURCHASER TO BIO-RAD.
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IN'NO EVENT SHALL BIO-RAD BE LIABLE FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES (INCLUDING BUT NOT LIMITED

TO DAMAGES TO ANY LABORATORY INSTRUMENTS, COMPUTER EQUIPMENT OR DATA ARISING FROM THE USE OF THE
SOFTWARE), LOSS OF BUSINESS OR PROFITS, SPECIAL OR INDIRECT DAMAGES OF ANY NATURE WHATSOEVER, EVEN IF BIO-
RAD HAS KNOWLEDGE OF THE POTENTIAL LOSS OR DAMAGE. BIO-RAD ACCEPTS NO RESPONSIBILITY FOR MISUSE OF THE
SOFTWARE OR ITS DATA MODIFYING CAPABILITIES.

User Content

In these Terms, User content is information or other content, which is or may be provided to Bio-Rad or entered or uploaded by User
through this Software or related means, including (without limitation) interlaboratory data, proficiency test results, statistical derivatives,
pictures, graphics, document or data files, texts, opinions, personalization settings and other information.

By uploading User content through the Software, User automatically grants Bio-Rad, Bio-Rad Affiliates and their designees a perpetual,
irrevocable, right and license to create, publish, translate, display and distribute de-identified, statistical derivative reports and data into
any form or medium, including but not limited to interlaboratory reports.

However, this section does not apply to any personal information submitted by a User which identifies him or her.

Personal Information

Personal information will be processed in accordance with Bio-Rad’s Privacy Policy. HOWEVER, IT IS STRICTLY FORBIDDEN
AND UNDER NO CIRCUMSTANCES SHALL LICENSEE PRODUCE TO BIO-RAD ANY PERSONALLY IDENTIFIABLE HEALTH
INFORMATION. IF SUCH PERSONALLY IDENTIFIABLE HEALTH INFORMATION IS INADVERTENTLY PRODUCED TO BIO-RAD,
BIO-RAD SHALL PROMPTLY RETURN SUCH INFORMATION AND SHALL NOT RETAIN ANY SUCH INFORMATION.

Storage and Loss of Use, and Limitation of Liability

Bio-Rad shall not be liable for any loss, deletion, removal or failure of delivery to the intended Service of User content uploaded to this
site, any errors in or omissions in the Software or any services or products obtainable there from, or any delay or failure in performance
of the Software whether caused by computer virus, unauthorized access or otherwise. Users are encouraged to retain a back-up copy
of all User content and Users undertake that they shall do so in respect of all uploaded User content.

Indemnification

You agree to indemnify, defend and hold Bio-Rad and its agents, officers, directors, employees, subcontractors, successors, assigns,
third party suppliers of information and documents, product and service providers, and affiliates harmless from any liability, loss, claim
and expense related to your violation of this Agreement or use of the Software.

Proprietary Information
Bio-Rad software programs UNITY Interlaboratory Program, QCNet, and Unity Real Time are protected by copyright.

Export Restrictions

You agree not to directly or indirectly, export or transmit (a) the Software or related documentation and technical data or (b) your
software products as defined under of this License Agreement (or any part thereof), or any process or service that is the direct product
of the Software to any country to which such export or transmission is restricted by any applicable U.S. regulation or statute, without
the prior written consent, if required, of the Bureau of Export Administration of the U.S. Department of Commerce, or such other
governmental entity as may have jurisdiction over such export or transmission.

Severability

In the event that any of the provisions herein shall be held by a court of competent jurisdiction to be unenforceable, the remaining
provisions shall remain in full force and effect and shall be construed as a whole in such a manner as will carry out the purpose hereof
and afford Bio-Rad the maximum protection of its business interests allowed by law.

Applicable Laws

This License Agreement shall be governed by and construed in accordance with the laws of the State of California, United States of
America, without giving effect to any principles of conflicts of laws. However, to the extent that this License Agreement conflict in any
material way with any applicable law or regulation, such law or regulation shall control. You agree to comply with all applicable domestic
and international laws, statutes, ordinances and regulations regarding your use of the Software.

Trademark Notices
Bio-Rad and Unity Real Time are trademarks of Bio-Rad Laboratories, Inc. in certain jurisdictions. All trademarks used herein are the
property of their respective owner.
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